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Overview
As artificial intelligence (AI) reshapes how investment managers conduct research and stream-
lines a wide range of operational processes, the governance frameworks surrounding its use have 
become a defining factor in assessing operational risk. One of the key areas reviewed during 
operational due diligence (ODD)—a critical part of the manager selection process—is a manager’s 
information security controls. ODD now evaluates if a manager’s use of AI and if the accompa-
nying governance measures in place, including the policies and controls, appear sufficient to 
adequately safeguard proprietary and confidential information.

Why 	— The adoption of AI by investment managers introduces risks and governance challenges. 
Model errors—instances in which AI tools generate false or misleading output—can occur 
where AI tools generate false or misleading output. Managers may inadvertently expose 
confidential or proprietary information when using AI tools, as this data can be stored, used 
for future model training, and potentially reappear in responses to other users. If not 
appropriately controlled and monitored, these vulnerabilities can lead to operational 
failures, cybersecurity risks, regulatory violations, or reputational damage, directly 
impacting investors.

	— AI governance practices can vary significantly depending on the manager’s size. Emerging 
managers, particularly those still building out a fully institutional infrastructure, are more 
likely to rely on open access models with fewer restrictions to safeguard sensitive data. 
These firms are less likely to implement secure, bespoke AI solutions or invest in staff 
training. and. In contrast, larger managers tend to enforce stricter controls and invest more 
in staff training, with some developing proprietary models. This disparity highlights the 
need for enhanced governance frameworks and ongoing training to ensure responsible and 
secure adoption of AI technologies.¹

	— Transparent disclosure of AI usage to investors is increasingly important as regulators have 
increased their focus on AI-related claims and have pursued enforcement actions against 
firms that made misleading statements about their AI capabilities or usage in investment 
processes. This underscores the need for accurate representation of AI adoption.

How 	— Robust data governance and verification of AI outputs are essential. Without strict controls 
to validate outputs and prevent unauthorized access or inadvertent disclosure of 
confidential, sensitive, or material non-public information (MNPI), both the integrity of 
investment decisions and the security of sensitive data may be compromised.

	— Operational failures and data breaches are more likely if controls around access 
management, output verification, and staff training are weak or absent, allowing errors or 
unauthorized use to go undetected.

ODD in Focus
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ODD risk 
potential:
Medium 

	— Although AI adoption introduces significant data governance risks—especially in 
environments with weak controls—these risks can generally be mitigated through robust 
governance frameworks, strict data controls, tailored employee training, and effective 
oversight of AI outputs. The regulatory environment surrounding AI use in the asset 
management industry is still developing and lacks specific, standardized rules. As such, 
ongoing monitoring of regulatory guidance and industry best practices is essential.

	— Risk assessments will vary based on the manager’s AI use, as well as the strength of the 
governance controls and oversight in place.

Manager relevance
AI technologies are being adopted across asset classes and manager types to support diverse 
functions. Investment teams use AI to enhance research and streamline analysis, while compli-
ance and legal teams employ it for tasks like compliance testing and surveillance that involve 
processing large data volumes. Client-facing teams may use AI to generate marketing materials 
and respond to due diligence questionnaires and requests for proposals (RFPs).

Hedge fund managers: Hedge fund managers are frequently at the forefront of adopting 
advanced technologies—including AI and machine learning—to identify trading opportunities, 
optimize portfolio construction, and enhance research and administrative processes. Without 
robust governance and control frameworks, there is an increased risk of operational failures, 
model errors, and unintended consequences from AI-driven decision making.

Private fund managers: Private managers may leverage AI and machine learning to 
support deal sourcing, due diligence, portfolio monitoring, and operational efficiencies. The 
integration of these technologies can introduce risks related to the handling and analysis of confi-
dential company data and proprietary information.

Long-only fund managers: Long-only managers—particularly those managing large, 
diversified portfolios—may use AI and machine learning to support investment research, port-
folio construction, risk management, and client reporting. In instances where long-only managers 
serve a large client base across many different products, appropriate human oversight is essential 
to ensure accuracy and quality of AI-generated information distributed to clients.

Key Control Review
A thorough review of key controls is essential to ensure that confidential and proprietary data 
are sufficiently protected. Three main areas of focus are incorporated into reviews: a review of 
internal processes, clear documentation of policies, and strong compliance oversight mechanisms. 
By examining these controls, we can better assess whether a manager’s governance framework is 
robust and protects investor interests.

#1 Internal processes
	— Establish a formal approval process for onboarding new AI tools, including required due 

diligence, risk assessments, and sign-off from compliance, legal, and IT teams.
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1 Understand what might be changing: Follow the new proposals, including how 
they may evolve or change as the legislative process progresses.

2 Assess the trade-offs and difficult choices: Analyze how the organization 
would be affected by the new proposals—if at all—and the trade-offs that additional 
tax burden could introduce between current spending and the future role of the 
endowment.

3 Know what you own (and what to do with it now): Update the tax cost basis 
of the organization’s investments and consider transactions, like potential sales of 
investments with significant built-in gain, that could be worth taking before any new 
tax proposals are effective.

4 Plan ahead for tax-favorable strategies should the new rules be 
enacted: Consider potential changes in investment strategies and implementation that 
could mitigate additional tax costs from the new proposals. 

	— Conduct thorough due diligence on all AI tools and models prior to implementation, including 
assessment of vendor reputation, technology capabilities, and security protocols.

	— Understand how manager and client data will be accessed, used, stored, and protected by the 
AI solution. Assess the AI provider’s data security protocols, such as encryption, access 
controls, and compliance with data privacy regulations like GDPR.

	— Conduct ongoing monitoring and periodic reviews of AI tools to identify emerging risks, 
ensure continued compliance, and adapt to changes in technology or regulation.

	— Block the use of prohibited or unauthorized AI tools on firm equipment and networks.

	— Restrict all internal development work to a segregated environment and require testing and 
review before going live when using third-party AI tools for coding purposes.

	— Track version prompts for critical processes, as large language models can be sensitive to even 
minor changes.

#2 Documentation of policies 
	— Maintain clear, accessible, and documented policies governing the AI use by staff, including 

explicit guidance on acceptable and prohibited uses.

	— Customize policies to accurately reflect the firm’s specific AI use cases and operational 
practices. The policies should address how data is collected, stored, and managed throughout 
the AI workflow. This includes maintaining proper audit trails for AI-generated insights and 
managing proprietary data used for model training.

	— Review and update policies regularly to ensure they remain relevant and effective amid the 
rapid evolution of AI technologies.

	— Publish and regularly update a list of approved AI tools and platforms, ensuring staff are 
aware of which solutions are permitted.

	— Define what types of information may be input into AI tools, with strict prohibitions on 
entering confidential, sensitive, or MNPI into unapproved or unsecured platforms.

	— Require that all output generated by AI tools are subject to human review and validation.

	— Document procedures for monitoring and auditing AI tool usage, including escalation 
protocols for policy breaches or incidents.

#3 Compliance oversight
	— Provide regular staff training on responsible AI usage and raise awareness of core risks such 

as hallucinations and data privacy concerns. Advanced and tailored training, based on roles 
and level of expertise, in prompt engineering can also be provided to help employees generate 
more accurate and relevant AI outputs.

	— Require that AI usage and adherence to related policies are included in the firm’s annual 
compliance attestation process, ensuring all employees formally acknowledge their 
understanding and compliance.
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	— Implement ongoing surveillance and periodic audits of AI tool usage, including review of 
access logs, data inputs, and outputs, to detect and address any policy breaches or 
inappropriate activity.

	— Review key vendor agreements to understand and document how firm data is accessed, used, 
stored, and restricted within vendors’ internal AI systems, ensuring contractual protections 
are in place to safeguard sensitive information.

Case studies
Case studies provide valuable insights into the real-world applications of AI and the governance 
measures employed.

Hedge fund 1 (HF1)

Summary Description of controls

	— HF1 employs machine learning and natural language 
processing across the business. Non-investment 
teams use these technologies for data mining, 
classification, cyber defense, and communication 
surveillance, leveraging both off-the-shelf and 
proprietary solutions. Systematic investment teams 
apply AI for entity recognition, sentiment analysis, 
and key steps in predictive modeling.

	— HF1 has developed a proprietary system as a 
centralized access point for AI services. 

Only AI tools that meet onboarding criteria (data 
protection, cybersecurity, ethics, and testing) are 
made available through the proprietary system. 

Legal, compliance, and IT teams collaboratively define 
and enforce onboarding criteria for AI tools, ensuring 
comprehensive oversight of contractual, data 
security, and ethical considerations.

HF1 enforces robust policies and guidelines for safe AI 
usage. Employees must complete compliance training 
before accessing the centralized platform, ensuring 
they understand system controls, best practices, and 
potential risks such as AI fabrications. 

Hedge fund 2 (HF2)

Summary Description of controls

	— HF2 is actively pursuing multiple AI implementation 
projects across the firm. The manager has enabled AI 
and machine learning experimentation for 
researchers and adopted advanced AI tools.

	— Machine learning and robotic process automation are 
integrated into operational processes like cash 
reconciliation processes.

An AI usage policy is in place to govern staff’s use of AI 
tools and technologies.

Robust processes have been established for 
onboarding new AI models and signals, ensuring 
proper evaluation and oversight before deployment.

An audit trail of prompts is maintained to track staff 
activity and monitor how AI tools are being used.



5

Copyright © 2026 by Cambridge Associates. All rights reserved.

This document, including but not limited to text, graphics, images, and logos, is the property of Cambridge Associates and is protected under applicable 
copyright, trademark, and intellectual property laws. You may not copy, modify, or further distribute copies of this document without written permission from 
Cambridge Associates (“CA”). You may not remove, alter, or obscure any copyright, trademark, or other proprietary notices contained within this document. 
This document is confidential and not for further distribution, unless and except to the extent such use or distribution is in accordance with an agreement with 
CA or otherwise authorized in writing by CA. 
  
This report is provided for informational purposes only. The information does not represent investment advice or recommendations, nor does it constitute an 
offer to sell or a solicitation of an offer to buy any securities. Any references to specific investments are for illustrative purposes only. The information herein 
does not constitute a personal recommendation or take into account the particular investment objectives, financial situations, or needs of individual clients. 
Information in this report or on which the information is based may be based on publicly available data. CA considers such data reliable but does not represent it 
as accurate, complete, or independently verified, and it should not be relied on as such. Nothing contained in this report should be construed as the provision of 
tax, accounting, or legal advice. 
  
Past performance is not a reliable indicator of future results. All financial investments involve risk. Depending on the type of investment, losses can be 
unlimited. 
  
Any information or opinions provided in this report are as of the date of the report, and CA is under no obligation to update the information or communicate 
that any updates have been made. Information contained herein may have been provided by third parties, including investment firms providing information on 
returns and assets under management, and may not have been independently verified. 
 
Cambridge Associates is a global group of companies that provide investment management, investment advisory, research, and performance reporting 
services. For the purposes of this document "us", "the Firm", "our", "we", "CA", "Cambridge Associates”, and similar terms refer collectively to the following list 
of companies. Similarly, unless otherwise stated the figures provided are the combined total for the following list of companies: Cambridge Associates, LLC 
(a registered investment adviser with the US Securities and Exchange Commission, a Commodity Trading Adviser registered with the US Commodity Futures 
Trading Commission and National Futures Association, and a Massachusetts limited liability company with offices in Arlington, VA; Boston, MA; Dallas, TX; New 
York, NY; and San Francisco, CA), Cambridge Associates Limited (a registered limited company in England and Wales, No. 06135829, that is authorized and 
regulated by the UK Financial Conduct Authority in the conduct of Investment Business, reference number: 474331); Cambridge Associates GmbH (authorized 
and regulated by the Bundesanstalt für Finanzdienstleistungsaufsicht (‘BaFin’), Identification Number: 155510), Cambridge Associates Asia Pte Ltd (a Singapore 
corporation, registration No. 200101063G, which holds a Capital Market Services License to conduct Fund Management for Accredited and/or Institutional 
Investors only by the Monetary Authority of Singapore), Cambridge Associates Limited, LLC (a Massachusetts limited liability company with a branch office in 
Sydney, Australia, a registered investment adviser with the US Securities and Exchange Commission and registered in several Canadian provinces ARBN 109 
366 654), Cambridge Associates Investment Consultancy (Beijing) Ltd (a wholly owned subsidiary of Cambridge Associates, LLC which is registered with the 
Beijing Administration for Industry and Commerce, registration No. 110000450174972), Cambridge Associates (Hong Kong) Private Limited (a Hong Kong 
Private Limited Company licensed by the Securities and Futures Commission of Hong Kong to conduct the regulated activity of advising on securities to profes-
sional investors), Cambridge Associates AG (a Swiss Limited Company, registration number CHE-115.905.353, that is authorized and Regulated by the Swiss 
Financial Market Supervisory Authority (FINMA), and Cambridge Associates (DIFC) Limited (incorporated as a Private Company and regulated by the Dubai 
Financial Services Authority, License Number: F011237).

Hedge fund 3 (HF3)

Summary Description of controls

	— HF3 allows staff to use AI tools in the investment 
process. However, instead of firm-controlled 
enterprise accounts, which can be monitored, staff 
are permitted to use personal accounts for platforms 
such as Gemini and ChatGPT.

The firm does not have an AI policy, formal controls, 
or restrictions governing staff AI usage.

There are no safeguards to prevent employees from 
entering confidential, sensitive, or MNPI into AI tools.

No oversight mechanisms, such as compliance 
reviews, usage logs, or regular audits are in place to 
monitor staff activity on AI platforms. 


