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Operational Due Diligence (ODD) is a critical part of the manager selection process. 
One key area of ODD is understanding a manager’s cybersecurity risk assessment and 
testing program. A cybersecurity risk assessment should be independently conducted 
with the goal of helping to identify and evaluate potential vulnerabilities within a 
manager’s technology infrastructure. 

Why  ■ Cybersecurity risk assessments and testing are key components of an organiza-
tion’s risk management strategy. Without a good testing program, firms are at 
higher risk of having potential weaknesses exploited by cybersecurity hackers.

 ■ Cybersecurity has received increased regulatory attention. For instance, the SEC 
has made cybersecurity a focus area in recent regulatory examinations. Failure 
to comply with the necessary cybersecurity rules can result in fines and reputa-
tional harm.  

hoW  ■ The approach to managing cybersecurity risks varies with the size of the manager. 
Larger managers usually maintain dedicated internal resources, whereas smaller 
firms tend to outsource this function to various providers. Firms can follow the 
National Institute of Standards and Technology (NIST) cybersecurity framework, 
a set of guidelines to help organizations reduce cybersecurity risk.

 ■ On an annual basis, investment managers should undergo a full evaluation of 
their IT systems and infrastructure. The cybersecurity risk assessment is an 
ongoing process that involves continuous monitoring to identify and mitigate 
any new risks and ensure the current controls are effective. These evaluations 
can include formal penetration tests, vulnerability assessments, policy and 
procedure reviews, or vendor due diligence and oversight. 

oDD Risk 
Potential: 
high

 ■ A cybersecurity breach could result in the theft of personally identifiable infor-
mation (PII), sensitive internet protocol (IP), confidential and/or proprietary 
information financial loss, reputational damage, regulatory penalties, and 
operational disruption. 

 ■ Even with robust cybersecurity controls in place, managers remain vulnerable to 
cybersecurity breaches and must establish documented policies and procedures 
for responding to potential cybersecurity incidents. 

 ■ Risk assessments will vary based on the manager’s underlying infrastructure— 
i.e., whether the manager employs a cloud-based infrastructure or on-premise 
servers. For cloud-based managers, vulnerability and penetration testing is 
essential, since endpoints in these systems may have weaknesses. However, not 
all cloud-based managers consistently conduct this type of testing. Managers 
using their own servers are required to restrict and safeguard physical access 
to these servers, encrypt sensitive data, and perform regular backups to secure 
locations or data facilities. 



Manager Relevance
heDge FunD manageRs: Hedge fund managers may have complex trading strat-
egies that rely on sophisticated trading systems and algorithms that need protecting. 
Such protection is crucial given the rapid pace of trading and nature of the strategies. 
If managers cannot access their systems, they will be unable to execute their strategies, 
leading to disruption in their investment activities.

PRivate FunD manageRs: Private fund managers handle sensitive business infor-
mation and may have access to PII at underlying portfolio companies, exposing them to 
headline risk if a breach occurs. Implementing robust cybersecurity controls is crucial 
to safeguard their business and uphold investor trust. Private fund managers are also 
responsible for evaluating the cybersecurity controls in place at their underlying port-
folio companies.

long-only FunD manageRs: Given their long-term investments and substantial 
exposure to public markets, long-only fund managers are also at risk of hackers gaining 
access to their systems.

Key Control Review

#1 Documentation oF Policies

 ■ Written Information Security Plan (WISP) to address how the firm identifies, 
assesses, and mitigates cybersecurity risks. This document should contain guidelines 
regarding the timing and purpose of the firm’s cybersecurity tests and assessments. 

 ■ Incident response plans can ensure managers effectively respond to and recover 
from cybersecurity incidents.

 ■ Additional policies include access controls, data protection (GDPR), password policy, 
remote access policy, and an email security policy. 

#2 testing

 ■ Annual employee cybersecurity training and ad hoc simulated phishing testing.

 ■ At least quarterly vulnerability scanning and annual penetration testing as a 
standard practice. Best practice is to rotate independent third-party cybersecurity 
consultants/providers to test the network every two years to gain fresh perspective 
and identify potential vulnerabilities.

 ■ Active monitoring and due diligence of third-party vendors and subvendors to 
ensure they are meeting the organization’s security standards. 

 ■ Security audits, such as security operations center reports to identify any gaps in the 
firm controls. 

 ■ Domain name testing to ensure that domain names link correctly to the proper IP 
addresses and to identify any spoofing attempts.
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#3 goveRnance anD oveRsight

 ■ Larger managers may have a cybersecurity committee that includes senior leaders 
such as the CISO/CTO, CIO, COO, CFO, CCO, risk manager, etc. The committee 
provides an objective process for addressing cybersecurity risks. By establishing 
committees and proper communication channels, the manager should be able to 
provide appropriate disclosures, timely notifications to clients, and effective remedi-
ation efforts in the event of an incident.

 ■ Whether a manager has a cybersecurity committee or not, there should be clear 
and regular reporting procedures for testing results and remediation plans for any 
vulnerabilities or weaknesses detected.

Case Study: Hedge Fund 1 Manager

summaRy
Hedge Fund 1 (HF1) had a bad actor gain access to an employee email account after 
the employee fell for a phishing attempt. The bad actor was able to access PII through 
this email account, requiring HF1 to send a notice to all investors alerting them about 
the breach. 

Ultimately, this incident caused reputational harm to HF1 as they had to notify clients 
of a known breach. While there did not appear to be any misuse of client or investor 
PII, this incident called into question the firm's commitment to protecting clients from 
cyber threats by investing in a robust cybersecurity program. 

DescRiPtion oF contRols

The manager had enacted multi-factor 
authentication, had their IT provider 
conduct vulnerability scanning, and had 
employee training. 

However, the firm did not have an 
independent party conduct the vulnera-
bility scanning or penetration testing, 
which limited the efficacy of these 
assessments. It would have been a best 
practice to engage a truly independent 
party for these assessments.  
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